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Data security in Confluence requires
a flexible approach

Confluence is one of Atlassian’s most popular collaboration tools. It’s a
team workspace where users can coordinate on a variety of project
types. Over the least year, the rise of remote work has meant many
companies have hosted their internal information hubs on Confluence.
As more organizations adopt Confluence, the platform has evolved to
have more structure — encouraging users to share even more data than
ever before.

Each organization has their own unique definition of what constitutes
sensitive data, depending on their compliance needs, past security
incidents, and other factors. In some cases, security leaders could
determine that certain sensitive data needs to be shared within
Confluence (e.g. data sharing is required amongst a particular team). On
the other hand, some types of data might always be considered sensitive
no matter how it appears (e.g. Social Security Numbers, or names
alongside ICD10 codes).

It's essential for security leaders to provide safeguards to prevent
confidential information from being accessed inappropriately (e.g.
externally), without preventing acceptable data-sharing. Atlassian relies
on third-party apps like Nightfall Al to provide data loss prevention (DLP)
functionality within their apps like Confluence.
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