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Key Features
• Automatically detect 100+ types of PII, 

credentials & secrets, including API keys and 
certificates via Nightfall’s ML trained detectors

• Configure Nightfall’s Detection Engine with 
granular detection rules, detector tuning, 
custom detectors, and OCR file scanning

• Scan all tickets, comments, and file 
attachments with high accuracy

• Take manual and automated remediations, 
such as redact or delete an attachment, and 
mark ticket as private

Trusted By

Nightfall for Zendesk is the easiest to use and most accurate data leak prevention (DLP) 
platform powered by AI. As a data security and compliance platform that helps find and 
protect your most sensitive data, including PII, PHI, Secrets and Keys, etc, customers can 
confidently use Zendesk. Not only that, Nightfall enables customers to stay continuously 
compliant with leading standards such as HIPAA, SOC 2, ISO 27001, and others..
Integrate in minutes with to instantly protect your data and prevent breaches. Save time with 
real-time alerts, automated remediation actions, and pre-built detection templates to ensure 
you spend less time managing security alerts.

How Nightfall for Zendesk Works

Discover

Integrate with Zendesk in one 
click without agents to scan 
your instance

Scan for PCI, PII, PHI, 
credentials & secrets using 
machine learning detectors out 
of the box

Use automated and manual 
remediation actions to 
mitigate risk from your 
Zendesk instance 

Classify Protect

• Review violations with an intuitive dashboard 

• Alert in Slack when new violations are detected and push results to a SIEM, reporting tool, or 
webhook

Contact us at sales@nightfall.ai
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